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How to Construct Formal Arguments
that Persuade Certifiers

1.1 Introduction

Developers of a critical system must argue that the system satisfies its crit-
tcal requirements — those that, if not satisfied, could result in human injury
or death, substantial loss of capital, or the compromise of national secu-
rity. Documenting an explicit, persuasive assurance argument is especially
important when the system produced must be evaluated and approved by
an independent certifier, as is often the case for safety- and security-critical
systems. Past experience developing independently evaluated systems using
formal methods [28, 38] demonstrates that the presentation of the assur-
ance argument i1s as important as the rigor of the assurance evidence on
which that argument is based. Formal specifications and analyses must be
presented coherently in the context of the overall system decomposition or
much of their power to persuade may be lost. This chapter describes and
illustrates a general framework that supports gathering, integrating, pre-
senting and reviewing the evidence that we can trust a system to conform
to its critical requirements.

Persuasive assurance arguments must be consistent and complete, both
internally (ignoring how the argument is being applied) and externally (with
respect to its particular application). Arguments that have these properties
must be understandable, coherent and relevant. Roughly, understandability
ensures an argument’s internal consistency in the sense that an inconsistent
argument cannot be understood to be valid. Likewise, coherence ensures
an argument’s internal completeness and relevance ensures its external con-
sistency and completeness. Of course, there is always the danger that a
persuasively presented but invalid argument will convince the certifier (in-
correctly) that the argument is valid. In this case, the certifier believes
the argument to be valid through a misunderstanding. Making arguments
easier to understand will reduce the chances of making such mistakes.

Our framework enables a developer to produce understandable, coherent
and relevant assurance arguments that use formal methods by

1. integrating formal specification and verification techniques into a sound
software engineering and documentation methodology,

2. maintaining the consistency of the assurance documentation with for-



mal specifications and code that are input to specification, verification
and compilation tools,

3. providing an overview of the assurance argument and the process by
which it is constructed that serves as an index into the more detailed
assurance evidence, and

4. automating and, when appropriate, enforcing the process of assurance
argument refinement.

The framework is not a step-by-step guide, but a set of guidelines within
which individual organizations can customize or improve their existing soft-
ware development process to use formal methods as an effective tool for con-
vincing an independent certifier of a system’s trustworthiness. The frame-
work is most cost-effective when the system architecture isolates critical
function in simple, well-defined and reusable components that are imple-
mented primarily in software.

We have applied the elements of our framework to three significant ap-
plications: a network security device called the External COMSEC Adaptor
(ECA) [38], a software-controlled RS-232 character repeater [20, 29], and
a security-critical extension of a Navy command and control system called
the Joint Maritime Command Information System (JMCIS) [11]. The ECA
is a device that permits the secure communication between network sub-
scribers by cryptographically protecting the sensitive portions of messages
that traverse unprotected transmission media. The ECA development pro-
cess integrates formal specifications and proofs with structured software
documentation to maintain a clear relationship between the ECA’s over-
all refinement and the formal assurance evidence (item 1 above) [27]. The
character repeater application is a much smaller example that demonstrates
the utility of the literate programming paradigm and hypertext methods
for improving the readability of the assurance argument while maintain-
ing its consistency with formal specifications and code that are input to
tools (item 2) [28]. The JMCIS extension is an ongoing effort to securely
replicate SQL database updates from a Secret processing enclave to a Top
Secret processing enclave. This effort extends previous work by investigat-
ing the graphical depiction of assurance argument overviews [26] and the
automation and enforcement the development process (items 3 and 4).

The following sections describe our general framework, instantiate it
to use specific publicly-available tools, and demonstrate the instantiated
framework as applied to the ECA. We choose the ECA for demonstration
purposes since it exemplifies the most thoroughly developed application of
the techniques described in this chapter. The ECA assurance argument
includes a chain of formal reasoning that spans from a critical requirements
model to a low-level program design that was proven to conform to the
model. Thirty software modules were identified and implemented resulting
in approximately 11,000 lines of Verdi specifications (including proof heuris-
tics), 4,000 lines of proven Verdi code, and 6,000 lines of Ada code mapped



from the Verdi. A total of 24 ECA devices were constructed by a contractor
from the software implementation and hardware specification produced at
NRL during the early 1990s. The real-world examples provided are simple
enough to demonstrate concretely and concisely how to put into practice
the techniques on which our framework is based.

1.2 Framework

The quality of an organization’s personnel, both technical and management,
and 1its system development process play a large role in determining that
organization’s success in building quality products [1]. These factors are
even more important in the successful development of systems using formal
methods given the increased discipline that those methods require [6]. The
greatest benefit of tools, whether based on formal or less rigorous methods,
can only be obtained if they are used in a well-defined development process
by well-trained personnel [8]. This section assumes that these are in place
and describes an approach for augmenting the process to include the devel-
opment of a persuasive and cost-effective assurance argument using tools of
varying rigor. A later section describes ongoing work to provide automated
support for an example assurance argument development process.

1.2.1 Integrating Formal Arguments into System Refinement

The successful application of formal methods to engineer systems of inter-
est to industry or the military requires their balanced integration with less
rigorous methods. Figure 1.1 depicts a framework for refining an assurance
argument in the context of a simple, but typical, software development pro-
cess based on the Software Cost Reduction (SCR) Methodology [34, 35].
The primary levels of system refinement and documentation are shown
along the left side of the figure. Along the right side are classes of specifi-
cation languages and tools that contribute to the formal specification and
analysis of the system. The result of integrating the use of the languages
and tools on the right into the production of the system documentation
on the left is the system’s assurance argument, which corresponds to the
center of the figure (the area between the arrows.) Slanted arrows indicate
a refinement of a specification to a more detailed specification or 1mple-
mentation; vertical arrows indicate a translation of a specification from
one semantic domain to another at a comparable abstraction level. The
increase in the area between the arrows from top to bottom represents
additional detail specified and reflected in the assurance argument at the
lower levels. For simplicity, the figure abstracts away details regarding the
iterative improvement and feedback between levels that inevitably occurs
during system refinement.
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Figure 1.1: An Assurance Argument Framework

Figure 1.1 does not show methods or tools used to refine (informally)
the overall system specification because of the wide range of specification
paradigms on which existing technology is based. Nevertheless, CASE tools
that help trace functional requirements, graphically specify and simulate
designs, or record design rationale, for example, are an important part of
the development process especially during early design. The assurance ar-
gument must weave informal and formal lines of reasoning together into an
understandable, coherent and relevant whole. This requires resolving any
differences among the informal and formal semantic models on which the
argument is based, e.g., state machine versus process algebraic. Resolution
will likely be informal and dependent on how the models are used in the
context of the argument. In some cases it may be possible to use the less
rigorous methods and tools for early discovery, communication and design,
but then cast the results in a formal specification language for analysis. This
permits using the less rigorous methods where they are most useful while
using formal methods to gain higher assurance that critical requirements
are satisfied. The generality of this model of assurance argument refine-
ment promotes its customization to more complex industrial development
processes.

The rest of this section elaborates Figure 1.1. Throughout this descrip-
tion, we incrementally refine an example of how to customize the frame-
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Table 1.1: Customizing the Framework: An Example

work using specific languages and tools. This example uses the Statemate®
graphical specification and simulation tools [15], the Communicating Se-
quential Processes (CSP) process algebra [16], the EVES formal verifica-
tion system [7] and Verdi programming language [5], and the Verdix® Ada
Development System A<>Um®v [47]. Table 1.1 indicates the specification
level in which each language and tool is applied.

Requirements Elicitation

The operational context describes in English the concept of operations for
the system, including those responsibilities imposed by the system in which
it 1s embedded. Since systems often involve a number of concurrently exe-
cuting processes, the requirements specification language of an appropriate
process algebra [16, 24, 45] is chosen to specify the critical requirements in
the first level of Figure 1.1. This specification, which forms the basis for
the formal assurance argument, must be validated to be consistent with
its responsibilities described in the operational context and with the over-
all system requirements. The formal specification of critical requirements
and the overall system requirements specification should share the same
structure of the system’s external interface.

FEzample. Suppose we use Statemate as the basis for describing the over-
all system requirements and CSP as the basis for specifying the critical
requirements. Statemate has a graphical language called activity charts
that permits specifying the external interface to a system. Requirements
for a system can be stated in terms of the primitives set up by that system’s
activity chart. A CSP process can be defined to reflect the system’s activity
chart specification. A critical requirement specified in CSP 1is a restriction
on the trace of communications in which that process may engage. If, dur-



ing later development, we find that the refined CSP process is restricted to
these traces, the process is said to satisfy the critical requirement.

System Design

The next two levels of specification in Figure 1.1 involve the design of
the system including the derivation of the software requirements. This
process draws heavily on the experience of the development team with the
past development of similar systems. CASE technology helps capture the
developer’s understanding of the problem domain in the form of graphical
specifications of the system’s design [15, 30, 31]. Although not typically
amenable to formal proof, specifications produced by production-quality
CASE tools are valuable during the necessarily informal phase of discovery
characterized by early design. The graphical specifications provide a more
natural and comprehensible medium for communication among engineers.
Simulation helps ensure that this design conforms to the overall system
requirements specified earlier.

More rigorous analysis requires reflecting this design in the process alge-
bra used as the basis for the specification of critical requirements. The for-
mal rules of that process algebra help decompose the critical requirements
onto requirements of the primary concurrently executing components of the
design; several model checkers [3, 10] and general-purpose theorem provers
[7, 12, 32] can help prove the correctness of this decomposition. Identifying
the components that are implemented in software allows refinement of the
design and formal derivation of the software requirements.

FEzample. Extending the example from last section, we can use Statemate
to specify and verify the design and CSP to decompose the critical require-
ments onto the primary components of the design. In addition to activity
charts for refining the data flow structure of a system, Statemate supports
state charts, which present a behavioral view akin to state machine dia-
grams. The design combines activity and state charts to refine the activity
chart that forms the basis of the requirements specification. The formal de-
composition of the system-level critical requirements in CSP traces follows
the approach outlined in [25], using EVES to perform the proofs as in [29].
Derivation of the software requirements proceeds by refining the Statemate
and CSP specifications, in parallel, to distinguish those components imple-
mented in software from those implemented in hardware. CSP proof rules
permit deriving the critical software requirements from the system-level
critical requirements and the CSP process structure.

Module Refinement

Further system refinement requires the modularization of the system — the
mapping of the functions previously specified into distinct and relatively
small modules based on the criteria of information hiding [33]. This map-
ping will not be direct, and probably not one-to-one, since the module



structure i1s very different from the structure of system designs previously
specified. An information hiding module is a logical grouping of system
functions that share (and hide) some secret. Secrets of a module include
those characteristics of the system most likely to change in future updates
of the system. Each such characteristic is hidden in some module so that
developers of other modules do not rely on 1t.

An effective modularization is extremely important for cost-effective
software development, particularly where formal methods are used. Struc-
turing the module decomposition hierarchically helps designers and main-
tainers quickly find the modules affected by a change. If the change is
among those recognized as likely during earlier phases of development, mod-
ification to the existing software will be confined to a minimal number of
modules. These benefits are magnified when formal methods are used since
changes to a formal argument due to changes in design or implementation
can be very expensive, perhaps resulting in changes to the overall structure
of the argument. Information hiding modularization also often protects the
formal argument from change during the iterative process of design and
implementation of the system.

The last three levels of specification in Figure 1.1 involve the refinement
of the modules identified. Each module’s interface consists of a set of access
programs, the behavioral specification of which is restricted to externally
visible information. The critical requirements for the access programs de-
rive from the critical requirements of the process algebraic designs specified
earlier. They are cast in terms of a model-based specification language
that permits the design and verification of individual software programs
[7, 14]. This specification provides the oracle to which the implementa-
tion must conform. Verification proceeds either through formal proof or
by structured testing. The type of verification performed depends on the
complexity and type of the requirement and the complexity of the code.
Testing tools [41] can help analyze the coverage of tests conducted using
the module interface specification as the oracle. If the model-based specifi-
cation language serves also as the implementation language for the system,
the last two levels of specification of Figure 1.1 can be collapsed into one.

FEzample. Continuing the example, we map the functions of the Statemate
design into an information hiding module structure. The components that
are implemented in software should correspond to an access program on one
of the module’s interfaces. We map each critical requirement of each such
component, represented as a CSP trace specification, to a post-condition
(and invariant) of a Verdi (access) program as follows:

We define Verdi Get and Put procedures that reflect the se-
mantics of CSP input and output communication operators,
respectively. A Verdi program that communicates with other
concurrently executing Verdi programs using these procedures
builds up a trace of its execution that is recorded in a variable



used only for specification purposes. CSP trace specifications
translate to Verdi program specifications as restrictions on this
specification-only variable.

We derive the critical requirements for subroutines called by each Verdi
access program and refine the module interfaces appropriately. The module
internal design implements each access program in Verdi and verifies that
it conforms to its critical requirements using EVES. The implementation
of the Verdi Get and Put procedures is below the CSP trace model of
abstraction and, as such, is not subject to EVES verification. We translate
all programs to Ada and test their conformance to their specification using

VADS.

1.2.2 Maintaining Documentation Consistency

The development of an assurance argument for a complex system involves
constructing specifications using disparate notations, both formal and infor-
mal, that must be interwoven in a comprehensible way. An approach called
Literate Programming (LP) [18] allows improving an assurance argument’s
readability while maintaining consistency with specifications and code that
are input to specification, verification and compilation tools. Extending the
concept slightly, a literate specification is a description of a system from
which both intuitive documentation and analyzable specifications can be ex-
tracted. LP tools typically process literate programs in two phases: a tangle
phase produces the tool-ready specifications and a weave phase produces
the human-ready documentation. As shown in Figure 1.2, language-generic
LP tools [40, 49] permit writing a literate specification that tangles into a
set of specifications, each of which is processed by an appropriate analysis
tool. The weave phase produces cross-referenced documentation that can
be fed into a typesetter for hard- or soft-copy formatting. Developers must
incorporate verification results into the documentation, extending the as-
surance evidence provided. Generating both the documentation and input
to analysis tools from a single source helps to ensure their consistency.
The LP paradigm fits well with the example assurance argument refine-
ment process described in the last section. FunnelWeb [49] can be used
as the LP tool from which readable module interfaces; designs and imple-
mentations are generated. FunnelWeb tangles Verdi specifications and Ada
code from the literate specification of the module refinement, which can
then be processed using EVES and VADS, respectively. TEX[19] serves
as the typesetter for FunnelWeb. The LaTeX2HTML HTML generator [9]
can be used to produce hypertext versions of the argument, in addition
to the hard copy, for ease of navigation. Although LP tools do not work
well with graphical specifications, intuitive documentation integrating the
most current Statemate specifications can be generated from a single source
using the Statemate Documentor. Generating FunnelWeb compliant liter-
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ate specifications permits including Statemate charts, Verdi and Ada code
all in the same document while maintaining their consistency with input
to tools. As an example, this chapter was generated using the Statemate
Documentor to maintain the consistency of Statemate charts that appear
later in the chapter with the ECA Statemate development database.

1.2.3 Defining the Assurance Strategy

As seen above, an assurance argument is a complex chain of reasoning
that developers refine throughout system development. The detail inher-
ent in rigorous assurance evidence can obscure the logical structure of the
argument unless that structure is explicitly defined and central to its doc-
umentation. The assurance strategy documents this logical structure with
the goal of demonstrating coherence of the argument. It defines a “road-
map” into the assurance argument, tracing meaningful threads between
different pieces of assurance evidence and helping certifiers gain an accu-
rate and complete understanding of how the evidence contributes to the
overall argument.

The assurance strategy must also explain and motivate the process to
be used to develop the assurance evidence. It documents assumptions of
formal models used and resolves any conflicts between the assumptions or
between an assumption and the system being modeled. Because system re-
quirements often pull the design in different directions, tradeoffs may have
to be made. The assurance strategy documents and justifies the choices
made during the design process with a discussion of any residual risk that



remains, e.g., the vulnerability due to a covert channel through which clas-
sified information may leak but, for reasons of performance, is left in place.
An approach to define information security-specific assurance strategies de-
scribed in [36] maps security assumptions in one security discipline (e.g.,
computer security, personnel security or physical security) to security as-
sertions in other disciplines; a gap in this mapping indicates a vulnerability.

Many notations and tools support certain aspects of the definition of
assurance strategies, such as tracing requirements [2, 13, 31] and recording
design rationale [22, 39]. CASE tools usually focus on a specific method
involving design decomposition or code analysis that is too narrow to doc-
ument a complete assurance strategy. They may support requirements
traceability, but not usually for non-functional requirements such as secu-
rity or performance. A graphical notation flexible enough to support many
classes of process- and product-oriented requirements and to record detailed
design rationale is essential to promote understanding of complex logical
arguments of non-trivial critical systems. Such notations often structure
arguments similar to that described in [44]. We focus on one in particular
called the Goal Structuring Notation (GSN) [50] that is having significant
application.

GSN is a graphical notation originally designed to manage the com-
plexity of developing arguments about the safety of systems. GSN can be
used to represent the assurance strategy and its evolution into a full-scale
assurance argument for critical systems in general. Distinct graphical ele-
ments representing goals (requirements), assumptions (basis for sufficiency
of goals), strategies (means of achieving goals), justifications (basis for suf-
ficiency of strategies) and choices (alternative design options) combine to
form assurance strategies. The notation is flexible enough to represent as-
surance gained through the development process, e.g., the use of particular
verification techniques, and design decomposition, e.g., the separation of
critical and non-critical aspects of the system. The notation leaves the
level of abstraction of the assurance strategy up to the user. Other graph-
ical elements representing solutions (that which satisfies a goal), models
(representations of the system) and contexts (other contextual information)
provide links to the assurance evidence, thus, refining the assurance argu-
ment. A tool called the Safety Argument Manager (SAM) [23] is available
for building GSN graphs.

1.3 Application

The detailed refinement of the ECA’s assurance argument makes it a good
example for demonstrating the techniques described in this chapter. This
section summarizes the ECA assurance strategy and argument in the con-
text of the overall system refinement and documentation. A family of de-
vices, called the Selective Encryption Domain, provides a framework for
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identifying the critical requirements for the ECA | which is a member of
that family. Details of particular portions of the ECA assurance strategy
and argument illustrate the application of the techniques. Although we
keep these illustrations relatively simple, understanding certain details of
the problem domain will make the examples more comprehensible. A de-
tailed description of the notations used can be found in [50] for GSN, [15]
for Statemate, [16] for CSP, and [5] for Verdi.

1.3.1 Characterizing the Problem

The Selective Encryption Domain contains applications responsible for pro-
viding cryptographic protection of information, based on rules that deter-
mine the sensitivity of that information. We refer to a particular member
of the domain as a Selective Encryption Device (SED). SEDs reside in a
network that supports secure communication between subscribers of the
network service. As shown in Figure 1.3, every subscriber (5;) is con-
nected to a unique SED, and all communication between subscribers must
pass through the subscribers” SEDs. Subscribers range from simple PCs to
multi-level secure systems and are accredited to process information up to
a particular classification level. The SED encrypts the sensitive portions of
messages that traverse the transmission media between subscribers. The
rules for determining whether data is sensitive — and thus in need of en-
cryption — may, due to the complexity of the task, only coarsely determine
the actual sensitivity of the information, e.g., a dirty word check. The
policy for distributing cryptographic key enforces a network-wide commu-
nications plan defining which pairs of subscribers may communicate over
the transmission media.
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Achieving information security as described above is most closely related
to Sutherland’s definition of multi-level security based on non-deducibility
[42]: although low level users may be able to view encrypted data, they will
not be able to deduce its higher level meaning. We, therefore, define an
interpretation of non-deducibility for members of the Selective Encryption
Domain:

SED NonDeducibility: It is not possible to deduce sensitive
information by analyzing communications over the transmission
media.

Unfortunately, in many environments, this “perfect” security would place
unnecessary processing burdens on the network as a whole, e.g., it would
require all messages be padded to a constant length, completely encrypted,
and transmitted at a constant rate. Since most operational environments
are willing to accept some minimal security risk to improve the function
and connectivity of their information systems, we consider SED NonDe-
ducibility to be an ideal, rather than a strict, requirement.

A paper on SED requirements modeling [38] describes a parameterized
framework for defining “less-than-perfect” security models for members of
the Selective Encryption Domain. The parameters characterize the range
of members of the domain, each of which enforces SED NonDeducibility
to a degree appropriate for that application. The framework also permits
delaying the definition of security-critical parameters until details of the
operating environment are known and a realistic risk assessment can be
made.

The ECA i1s a member of the Selective Encryption Domain since its
security requirements model is an instantiation of the SED parameterized
modeling framework. The environment in which the ECA operates, shown
in Figure 1.4, justifies relaxing the constraints imposed by SED NonDe-
ducibility. Although the ECA’s environment has the same structure as an
SED’s environment generally, the transmission media are more complex
than Figure 1.3 suggests. A partially protected LAN and link encryptor
separates the ECA from the completely unprotected part of the media. The
LAN is physically protected only to a level that permits certain control data
to bypass encryption; all subscriber data must still be fully encrypted. Mes-
sages being sent to remote subscribers must pass through a link encryptor
which encrypts the entire message, resulting in doubly encrypted subscriber
data. This approach has the benefit that communication over the LAN is
not slowed by requiring the router to decrypt and re-encrypt the routing
data; the router has all the information it needs in the clear to send the
message to its final destination, be 1t local or remote.

12
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1.3.2 Defining the Assurance Strategy

A segment of the assurance strategy that documents the derivation of the
ECA’s critical requirements is shown in Figure 1.5 as a GSN graph pro-
duced using SAM. The top-level goal (Goal 0) requires that the ECA satisfy
SED NonDeducibility so that the derivation and justification of the relaxed
requirements can be made explicit. As shown, Goal 0 can be refined into
three subgoals requiring padding of messages to constant length, encryption
of all data, and transmission at a constant rate. The protections provided
on the LAN obviate the need for the closing of covert channels provided
by Goal 1 and Goal 3, although the link encryptor may be required to
perform these functions over the unprotected WAN. Our strategy relaxes
the encryption requirement to apply only to subscriber data (Strategy 0);
we bypass header data containing routing data to improve throughput on
the protected LAN. Three sub-goals, Goal 4 through Goal 6, describe the
requirements for bypassing header data and encrypting non-header data.
As is generally the case with GSN graphs, goals are vague at the top of the
hierarchy and become increasingly detailed as they are elaborated at lower
levels.

Figure 1.6 elaborates the requirements that discharge the constraint
that certifiers be convinced that the ECA implementation conforms to its
requirements (Constraint 1), shown in Figure 1.5. The general strategy
conforms to the example refined in Section 1.2. We refine the ECA re-
quirements and design using Statemate while formally tracing the critical

13



Context 0
ECA environ.

Congtraint 0
God 0

Good performance, M
ECA satisfies SED

development time /cost

NonDeducibility
God 1 Godl 2 God 3
Pad messages transmitted Encrypt al data contained Transmit messages at
to samelength in amessage constant rate
Justification 0 Congtraint 1
Protected LAN reduoss risk Convince certifiers
locally; allows bypassing JustifiedBy ConstrainedBy that implementation
header to improve throughput conformsto regs
Strategy 0
J Bypass only header data
with constraints to limit
potential for compromise
Godl 4 Goal 5 Goal 6
Encrypt non-header Constrain format of Limit rate of data
portions of messages header data bypassed bypassed

Figure 1.5: Assurance Strategy Excerpt: Requirements Decomposition

Congtraint 1
Strategy 1
Convince certifiers i Refine system through
that implementation successive levels, formally
conformsto regs tracing critical regs
A/\L
Strategy 2 Strategy 3
Refine system reqs/ Apply SCR software
designin Stm; trace modul e decomp; prove
critical regsin CSP critical reqgs EVES

Solution 0 Solution 3

God 7 Goal110

Moduleinterface spec
w/ Verdi critical regs

Stm regs spec, CSP

trace spec, simulation External regsin Stm, [<®{ - Modularize software;

results critical regsin CSP derivecritical regs of
traces interfacein Verdi
Goal 8 Goal 11

Module design spec

Stm design spec,

derived CSPregs, Top-level designin <& [ Implement modulesin w/ EVES proofs,
EVES decomp proofs Stm; decompose Verdi; prove critical smulation results
critical regsin CSP regsusing EVES
Goal 9 Goal 12

Stm detailed design,
simulation, CSP spec
w/ EVES proofs

Module implement-
ation spec w/ test
results

Detailed designin (<& "B Trandate module
Stm; critical software design to Ada; test
regsin CSP traces conformance w/ regs

Figure 1.6: Assurance Strategy Excerpt: Process Decomposition

14



T [ Ea 1  =eeeaa- '
' REDIN BLK OUT ' '
VREDINT PBLKINT .
' —RED QUT @CA_RECS BLK | N '
' , RED_RESET BLK_RESET. '
v L TERTEEE s eIl 2 '
------- L) L]
e e mmmas
A
$
' PONER
'
P L |
.
\OPERATOR '
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requirements through this design using CSP (Strategy 2). We identify and
refine the software modules using the SCR methodology, map the CSP trace
requirements onto this module structure in Verdi, and formally refine the
module design and implementation using EVES (Strategy 3). The struc-
ture of the GSN graph in Figure 1.6, in particular Goal 7 through Goal 12,
illustrates use of the assurance strategy as a “road-map” to the assurance
argument and reflects the structure of the rest of this section.

1.3.3 Elaborating the Requirements

We partition the ECA requirements to isolate behavior that is most likely
to change: the details of the protocol for exchanging data with the net-
work. The activity chart in Figure 1.7 and its controlling state chart in
Figure 1.8 construct a framework for stating the core functional require-
ments for the ECA, independent of its network interface.’ This interface is
abstracted away in Figure 1.7 by the external activities RedInt and BlkInt.
Figure 1.8 distinguishes between processing in the Red-to-Black direction
or the Black-to-Red direction with priorities set through an unspecified al-
gorithm. Timeouts may occur during processing causing a hard fail. If the
ECA 1s ever reset or powered down, SysRdy becomes false.

We state requirements in a tabular format inspired by [46]. For example,
an entry in a table specifying requirements for values of the BlkOut queue
is shown in Table 1.2 where SET is the Selective Encryption Transform
applied to messages. This is read “If the ECA is in the state Processing-

T Activity charts distinguish two types of flows between activities: flows of data (rep-
resented by solid arrows) and flows of control (represented by dashed arrows). Dashed
boxes represent activities external to the activity being refined. Arrows between flows in
a state chart must be labeled with a trigger that has the general form E[C]/A, where E
is an (instantaneous) event, C is a (boolean) condition, and A is an action; any specific
trigger must have either an event or a condition and may not require any action.
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Figure 1.8: The Core ECA Requirements Framework

RedToBlk, RedIn is not empty, BlkOut is not full, and the first element in
RedIn passes the format check, then the SET-transformed message must
be sent over BlkOut.” Table 1.3 requires that status messages be sent over
RedOut whether the message format checks or not.

To facilitate formal analysis of lower levels of refinement, we cast the
critical requirements as CSP trace specifications [37]. Using Figure 1.7
as the basis, the bypass format requirement, ProperFormat, requires that
the bypass portion of every message sent over BlkOut (that occurs in the
system trace tr) satisfy FmtOK:

ECA sat ProperFormat
ProperFormat

= Vm € Message :
BlkOut.m in tr = FmtOK(Byp(m))

FmtOK requires that the value of each field of the bypass data must be
within a predetermined range; the length of each field must match a pre-
determined length for that field; and the overall length of the bypass data,
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| State | Triggering Event | BlkOut = |

Processing- | =Empty(RedIn) EnQ(SET(Next(RedIn)),
RedToBlk | A-Full(BIkOut) BIkOut)
A FmtOK(Byp(Next(RedIn)))

Table 1.2: Example BlkOut Requirement Assuming SysRdy

State | Triggering Event | RedOut = |
Sending- —Empty(RedIn) EnQ(StsMsg(Next(RedIn)),
RedStatus A=Full(RedOut) TranSucc),

A FmtOK(Byp(Next(RedIn))) RedOut)
Processing- | =Empty(RedIn) EnQ(StsMsg(Next(RedIn)),
RedToBlk A=Full(RedOut) FmtFail),
A=FmtOK(Byp(Next(RedIn))) RedOut)

Table 1.3: Example RedOut Requirements Assuming SysRdy

as specified by a field within the bypass data, must equal the sum of the
lengths of the fields of the bypass data. The complex formal definition is
omitted here since it does not significantly help demonstrate the techniques.

1.3.4 Decomposing the Design

The activity chart in Figure 1.9 depicts the top-level design of the ECA.
An existing NSA-endorsed cryptographic device is embedded between two
physically distinct components: RedSide and BlkSide. This physical sep-
aration centralizes the function responsible for controlling the bypass and
crypto to RedSide and provides a single channel through which all by-
passed data must flow (RBBypass). Crypto is fed plaintext through the
PTxt channels and ciphertext through the CTxt channels. The purpose
of the remaining control channels will be elaborated in later refinement.
Notice that the Power control flow of Figure 1.7has been decomposed into
one control flow for each component.

The following describes a typical scenario in which a message is trans-
mitted from a local subscriber to some remote subscriber. Let’s assume
that the message passes all checks, e.g., format and bypass rate. The lo-
cal subscriber’s ECA receives the message from the Red Domain. RedSide
splits 1t into the bypass data and crypto data portions, sends the crypto
data to Crypto and the bypass data to BlkSide. Crypto encrypts the crypto
data using the appropriate key and sends the result to BlkSide. BlkSide
then recombines the message and transmits the result over the message
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Figure 1.9: ECA Top-Level Internal Structure

interface to the Black Domain. The intended recipient’s ECA must re-
verse this procedure using the corresponding decryption key to restore the
original message. The link encryption/decryption that occurs, as shown in
Figure 1.4, is transparent to the subscribers.

The CSP process specification for the ECA top-level decomposition
shares the structure of the Statemate specification in Figure 1.9. The al-
phabet of the process contains all possible communications over channels
shown. Communication over control channels are modeled as single-bit
transmissions. Applying the approach in [25] derives critical requirements

for RedSide and BlkSide as follows (Crypto has no responsibilities in this
case):

ProperFormatg qg;qe
= Vb € BypData :
RBBypass.b in tr = FmtOK(b)

ProperFormatg),g;qe
= Voutm € Message :
BlkOut.outm in tr
= Jdinm € Message :
(RBBypass.Byp(inm) in tr
A outm = BIKkSET (inm)
A (FmtOK(Byp(inm)) = FmtOK(Byp(outm))))
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where BIKSET is the BlkSide transformation performed on messages sent
to the Black Domain. Conditions sufficient to verify this decomposition of
ProperFormat requires showing that

4 the truth of ProperFormat depends only on the ECA’s external com-
munications;

4 the truth of ProperFormaty, q;q. and ProperFormatp, 4. depends
only on their respective alphabets; and

4 the conjunction of ProperFormaty,  qi4. and ProperFormaty), g;q. 1m-
plies ProperFormat.

The first two conditions involve showing that the components do not in-
terfere with each other in regards to satisfying the requirements; they are
trivial to prove in this case. The last condition is proven easily as well
by recognizing that BlkSide’s requirement simply ensures the format check
performed by the RedSide is maintained through any BlkSide transforma-
tion of the message.

Decomposing requirements in this manner does not always proceed so
smoothly. System-level requirements may exist that cannot be partitioned
completely into requirements on an individual component. Such require-
ments involve the synchronized behavior of two or more components. Since
these synchronization requirements are typically more difficult to verify,
the decomposition method promotes reducing their number and complex-
ity as far as possible. The set of these requirements is minimal if, when
each requirement is described in conjunctive normal form, each conjunct
of each requirement depends on the behavior of two or more components.
The cost-effective verification of synchronization requirements may involve
less rigorous methods such as human review and testing.

1.3.5 Deriving Software Requirements

Henceforth, we refer to as software only those parts of the ECA imple-
mented in Ada; the rest of the implementation we call the firmware. We
derive the critical requirements of the software from a behavioral Statemate
specification that describes the interactions between the software and the
firmware. If the firmware 1s consistent with the behavioral specification
and the assumptions of the modeling and decomposition process, the crit-
ical software requirements derived will be sufficient to guarantee that the
ECA system satisfies its critical requirements.

The decomposition of RedSide illustrates this approach. Figure 1.10
shows the two primary software functions for RedSide: the initialization
procedure called RedInit and the message traffic processing procedure called
RedMain. The controlling state chart RedCtl describes the firmware con-
text in which these procedures operate. This context describes the effect
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that power cycles, resets, interrupts and crypto alarms have on processing.
Of course, this context is in addition to the firmware supporting execution
of the software. This firmware is transparent to the logical level at which
we are currently working.

Figure 1.11 refines RedCtl. After power invocation and successful ini-
tialization, RedMain starts processing traffic. Five events can suspend pro-
cessing: a power cycle, a reset from RedInt, a reset from BlkSide, an alarm
from Crypto, or an interrupt from BlkSide. Resets simply cause the ECA
to re-initialize. An alarm causes execution to be suspended until the alarm
goes off and the ECA is re-initialized. An interrupt causes the ECA to halt
until it 1s power cycled or reset.

The specification of RedSide is modeled in CSP as four processes:?

RedSide
= RedPower? — puX.(RedOnline(AUOK) A RedResetMntr); X

RedOnline(status)
= if status=AllOK

then RedInit(status);
(if status=AllOK
then ((RedMain;(RBInterrupt! — RedOut!H alt M sg

— status:=HardF ail)
A RedInterruptMntr)

else RedOut!Halt M sqg — status:=HardF ail
end if);RedOnline(status)

else Stop

end if

RedResetMntr
= RedReset? — RBReset! — Skip
| BRReset? — Skip
| RedPower? — RedPower? — Skip

RedInterruptMntr
= RedAlarm? — RBInterrupt! — RedOut!AlarmM sg
— RedAlarm? — status:=AllOK
| BRInterrupt? — RedOut!Halt M sg
— status:=HardFail

These processes describe the RedSide as a process that must first be
turned on. Once on, it iteratively behaves like RedOnline interruptable
by RedResetMntr. Just as in Figure 1.11, RedOnline processes message
traffic. RedResetMntr can interrupt this process if the ECA is reset —

2We use the abbreviation “ch?” and “ch!” to represent an input and output, respec-
tively, of any value over channel ch.
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either external to the ECA or from the Black Side — or powered down. If an
external reset occurs RedResetMntr signals the Black Side and terminates.
Turning the power off simply causes it to wait for it to be toggled on before
proceeding.

Upon successful initialization, RedOnline behaves like RedMain inter-
ruptable by RedInterruptMntr. Just as the exit transition from the state
RedMainProcessing in Figure 1.11, interrupts include an alarm signal from
the crypto — in which case the Black Side and the external Red Domain
are alerted — or an interrupt signal from the Black Side — in which case the
Red Domain is alerted. If RedMain stops for any reason, an interrupt is
sent to the Black Side, the Red Domain is notified, and the process hangs
until RedResetMntr responds to a reset or power cycle. The Red Side can
be re-initialized if a crypto alarm caused the interrupt; otherwise, it hangs
until a reset or power cycle.

Showing that RedSide satisfies its critical requirements requires showing
that the firmware context in which the software runs does not violate these
requirements. To do this we need some 1dea of what the software compo-
nents are supposed to do. We state their required behavior as axioms below
since they are assumptions of the argument that the firmware context does
not violate the critical requirements.

Axiom 1: RedMain sat ProperFormatg 4giqe

Axiom 2: RedInit(status) sat ProperInity.gsige
where ProperInitg qgige = ({7 | RBBypass) = ()

Axiom 1 1s straightforward; RedMain must satisfy the same requirements
as RedSide. Axiom 2 simply states that RedInit cannot send any data over
the RBBypass channel.

While there are many details of the formalization that RedSide satisfies
ProperFormatg qgiqe given Axioms 1 and 2, the argument is fairly straight-
forward and easy to prove using EVES. Intuitively, ProperFormaty qgige
depends only on the presence (or absence) of certain events in the trace,
namely outputs over RBBypass. The only arguments needed are that the
following processes satisfy ProperFormaty, qgiqe:

4 Redlnit,
4 the sequential composition of RedInit and RedMain, and
4 the iteration of the composition of RedInit and RedMain.

These requirements are derived by analyzing the definition of RedSide and
noticing that RedResetMntr and RedInterruptMntr involve no communi-
cations over RBBypass. Axiom 2 implies that no bypass of data occurs
in the Red-to-Black direction during initialization. Thus, RedInit satisfies
ProperFormatg 4giq., as does the sequential composition of RedInit with

22



1 Hardware Hiding Module (HwHd)
1.1 Machine Interface Module (MchInt)
1.2 Red Side Interface Module (RSInt)
1.3 Red/Black Interface Module (RBInt)
1.4 Red/Crypto Interface Module (RCInt)

2 Control Flow Module (Cnt1Flw)
2.1 Red Master Control Module (RedMstrCntl)
2.2 Red Black Crypto Decomposition Module (RBCDecomp)
2.3 Flow Direction Module (FlwDir)
2.4 Error Handler Module (ErrHndlr)

3 Object Processing Module (ObjProc)
3.1 Global Utilities Module (GlobUt)
3.2 Message Processing Module (MsgProc)

3.2.1 Message Partition Utilities Module (MsgPrtUt)

3.2.2 Message Format Requirements Module (MsgFmtReq)
3.2.2.1 Format Requirement Storage Module (FmtReqStr)
3.2.2.2 Format Checker Module (FmtChkr)

3.2.3 Bypass Crypto Partition Module (BypCrpPrt)

3.3 Bypass Rate Checker Module (BypRtChkr)

Table 1.4: Software Modularization Excerpt

RedMain by Axiom 1. The argument that the iteration of the composition
of RedInit and RedMain also satisfies the critical requirement proceeds by
induction on the trace of the composition.

1.3.6 Modularizing the Software

Table 1.4 shows selected portions of the ECA software module structure. At
the top of the hierarchy are three modules. The Hardware Hiding Module
(HwHd) contains modules that hide the details of the primary ECA inter-
faces. The Control Flow Module (CntlFlw) contains modules that hide
the sequencing of major activities and the algorithm for establishing the
direction of traffic flow. The Object Processing Module (0bjProc) con-
tains modules that hide the algorithms used to process the primary data
objects — e.g., messages (and parts thereof), format check and bypass rate
parameters — and the internal representation of those objects.
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HwHd contains programs that implement the interface between the ECA
and the network in which it is embedded, and the interfaces among the
three primary components of the ECA — RedSide, BlkSide and Crypto.
This module provides the basis for stating the ECA’s critical requirements
by setting up the framework by which the trace of the system is generated.
For example, RBInt presents an abstract view of the internal data channels
used for the bypass of data. The Verdi access program RBBypassPut on this
interface transmits bypass data over the RBBypass channel if it returns a
successful status code:

type RqstSts = (Al1l0K,SoftFail,HardFail);

procedure RBBypassPut(mvar mstate : MchInt!MState,
lvar byp_data : MsgPrtUt!BypData,
pvar rqgst_sts : GlobUt!RgstSts) =
initial mstate’O=mstate
pre true
post if rqst_sts = A110K then
MchInt!Hist(mstate) = MchInt!Hist(mstate’0)
~ RBBypass.byp_data
else MchInt!Hist(mstate) = MchInt!Hist(mstate’0)
end if

The post-condition reflects success by appending the corresponding com-
munication event to the end of the system trace. Notice that objects called
from other modules are prepended with the module name.

The specified behavior of the access programs in HwHd permit specifying
the CSP software requirements in Cnt1F1lw. This module contains programs
that sequence the major activities performed in the ECA, such as message
traffic flow in the Red-to-Black or Black-to-Red direction. RedMstrCntl
contains the primary RedSide software programs, RedInit and RedMain,
specified as follows:

procedure RedMain(mvar mstate : MchInt!MState)
pre RSProperFormat(MchInt'!'Hist(mstate))
post RSProperFormat(MchInt!Hist(mstate));

procedure RedInit(mvar mstate : MchInt!MState)
pre true
post (MchInt!Hist(mstate) |~ RBBypass) = <>

These program specifications are the Verdi counterparts to the CSP speci-
fications given in Axioms 1 and 2 previously. The derived requirements for
RedMain reside in the RBCDecomp module:
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function RSProperFormat(tr) =
begin
all byp_data:
RBBypass.byp_data in tr
-> FmtChkr !FmtOK (byp_data)
end;

1.3.7 Designing the Modules

The design of RedMstrCntl and its counterpart BlkMstrCntl drive the
elaboration of the requirements of the access programs of other module
interfaces [4], particularly those in ObjProc. For example, an overview of a
segment of RedMain for processing messages in the Red-to-Black direction
follows:

procedure RedMain(mvar mstate : MchInt!MState) =
pre RSProperFormat(mstate)
post RSProperFormat(mstate)
begin
loop
invariant RSProperFormat(mstate)
FlwDir'RedFlowCntl(mstate,flw_dir)
if flw_dir = RedToBlk then
RSInt!RedInGet(mstate,msg_data,rgst_sts)
BypCrpPrt !BypCrpSplit(msg_data,byp_data,crp_data)
FmtChkr !FmtChk (byp_data,fmt_chk_sts)
if fmt_chk_sts=Validlsg then
BypRtChkr !BypRtChk(mstate,byp_data,rate_sts)
if rate_sts=A110K then
RCInt!PTxtInPut(mstate,crp_data,rqst_sts)
RBInt !RBBypassPut(mstate,byp_data,rqst_sts)
else ErrHndlr'RedHndlErr(mstate,RateFail)
end if
else ErrHndlr'RedHndlErr(mstate,FmtFail)
end if
else ...
end loop
end RedlMain

By abstracting away much of the internal structure, error handling, and
handshaking protocol, we can trivially see that, in the Red-to-Black direc-
tion, bypass data is only sent over RBBypass if the format check returns
valid message. RSProperFormat requires that FmtChk satisfy the following
specification:
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procedure FmtChk(lvar byp_data : MsgPrtUt!BypData,
pvar fmt_chk_sts : FmtChkSts) =
pre true
post fmt_chk_sts = ValidMsg
-> FmtOK(byp_data)

Of course, the difficult part 1s specifying the details of FmtOK and showing
that the implementation of FmtChk satisfies this specification. Once done,
however, Fmt0OK can be used to determine the actual security provided by
quantifying the leakage of sensitive information possible.

1.3.8 Implementing the Modules

We translate the (executable) Verdi module design into a relatively small
subset of Ada (a Verdi analog) using strict coding standards. This approach
avoids many of the problematic portions of Ada; tasking, for example is not
needed since the concurrently executing components are implemented on
distinct processors. Access programs below the CSP trace model of abstrac-
tion, which are not implemented in Verdi, are implemented independently
in Ada. Compiler optimizations performed by VADS are disabled since
their correctness is difficult to assess in general. The software undergoes
several levels of testing for conformance to the module specification. Unit
and integration testing takes place on a Unix workstation that emulates the
ultimate hardware configuration. Finally, integration testing takes place on
the hardware platform constructed by E-Systems.

At the time that we applied our framework to the ECA, there was no
strong basis for deciding how to combine software assurance techniques in
an effective and affordable manner. A recently developed technique called
testabilitity [48] provides a foundation for deciding how to combine the use
of testing and formal verification to achieve the desired assurance at lowest
cost. A fault in a program may or may not lead to a failure of the program
when executed with a given set of inputs. Testability measures the prob-
ability that a failure will occur if the program contains a fault. Knowing
the testability of a program permits significantly reducing the amount of
random testing (based on an assumed input distribution) required to meet
a specified reliability goal. Testing i1s an effective assurance technique for
highly testable programs since, by definition, testing is likely to find any
existing faults. However, formal verification (or other less rigorous methods
such as human review) is needed for lowly testable programs since testing is
unlikely to reveal certain problems. Testability thus permits developers to
use testing and formal verification in proportion to the benefits that accrue
from their application.

26



1.4 Automation

Creating and maintaining an assurance argument requires an organized
means to update and access diverse specifications and analyses. Develop-
ers need to be able to construct and evolve assurance evidence as the system
refinement progresses with concurrency control for simultaneous updates;
certifiers need to be able to access and review the evidence and make sug-
gestions on the coherence of the assurance argument. Although a partic-
ular tool may provide some of this function for the products of that tool,
an application-independent database is needed to store and coordinate the
diverse assurance artifacts generated during development of a system assur-
ance argument. This assurance database provides a common and consistent
interface to store, update and review specifications, proofs, and simulation,
model-checking and test results, for example. The artifacts captured in the
database reflect the current development status of the assurance argument,
providing a window into the process for both developers and certifiers.

Certifiable assurance arguments require the management of the devel-
opment process as well as the assurance evidence. A well-defined process
permits a focused view of system refinement in which certifiers and devel-
opers can track the evolution of the system and assess when, where and
why progress is hampered. Many tools can help define, (partially) auto-
mate, and, when appropriate, enforce the development process [21, 43].
Primarily, developers benefit from process automation, through the inte-
gration/federation of development tools, and certifiers benefit from pro-
cess enforcement, by ensuring that the process is applied completely and
consistently. However, certifiers also gain from process automation when
application of their assessment and analysis tools can be automated, and
developers also gain from prudent process enforcement when their progress
can be guided in proper directions.

We are building support for developing and evaluating an assurance ar-
gument using Columbia University’s OzWeb tool [17]. In general, OzWeb
is a tool for constructing development environments that automate and
enforce a particular development process within a WW W-based context.
OzWeb requires defining three models to characterize this environment: a
data model, which defines the structure and relationship between the de-
velopment artifacts, a process model, which defines a set of user-invokable
operations that manipulate the development artifacts, and a coordina-
tion model, which controls access to the development artifacts. Opera-
tions of the process model are defined in terms of a set of rules; forward-
and backward-chaining enable customizing process automation and enforce-
ment. Ozweb organizes the development artifacts associated with a project
as a sub-web of the WWW. The data can be accessed using standard Web
browsers with all the advantages of distributed access and sub-web search
that the browser provides. Documenting the assurance argument in hyper-
text improves its navigability and ultimate certifiability.
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Figure 1.12: SESAME Environment using OzWeb

We are using OzWeb to construct the Support Environment for Secu-
rity Assurance Management and Evaluation (SESAME). As shown in Fig-
ure 1.12, SESAME maintains an object-oriented database containing the
assurance artifacts (e.g., specifications, proofs, test suites and coverage re-
sults) and the status of the validation and verification effort (as attributes
of the assurance artifacts). A user’s role determines that user’s view of
SESAME. Developers can construct and modify assurance artifacts. Certi-
fiers can assess their status through detailed examination, as appropriate.
Users can execute system specifications to determine their appropriate-
ness. These operations invoke various development and certification tools,
which return some execution status. SESAME then updates the assurance
database and modifies object attributes appropriately. Although we are in
the early phases of this work, initial application of SESAME technology to
the JMCIS extension described in the introduction appears promising.

1.5 Conclusions

This chapter describes a general framework that integrates existing formal
methods with less rigorous methods to develop an understandable, coherent
and relevant assurance argument as a basis for the independent certifica-
tion of critical systems. The framework enables a developer to produce
persuasive assurance arguments that use formal methods by
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4 integrating formal specification and verification techniques into a sound
software engineering and documentation methodology,

4 maintaining the consistency of the assurance documentation with for-
mal specifications and code that are input to specification, verification
and compilation tools,

4 providing an overview of the assurance argument and the process by
which it is constructed that serves as an index into the more detailed
assurance evidence, and

4 automating and, when appropriate, enforcing the process of assurance
argument refinement.

The generality of this approach to assurance argument refinement promotes
its customization to more complex industrial processes. We demonstrated
how to apply the framework using specific, publicly available tools by for-
mally tracing a critical requirement through the refinement of an assurance
argument for an operational network security device. The examples pro-
vided show how to put the techniques into practice and can help readers
decide how to apply the approach in other contexts. Future evolution of
the SESAME environment will facilitate the development and certification
of assurance arguments using the framework.
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